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Centrality Measures in Linear Consensus Networks
With Structured Network Uncertainties

Milad Siami

Abstract—We propose new insights into the network centrality
based not only on the network graph, but also on a more struc-
tured model of network uncertainties. The focus of this paper is
on the class of uncertain linear consensus networks in continu-
ous time, where the network uncertainty is modeled by structured
additive Gaussian white noise input on the update dynamics of
each agent. The performance of the network is measured by the
expected dispersion of its states in steady state. This measure is
equal to the square of the 7, -norm of the network, and it quanti-
fies the extent by which its state deviates away from the consensus
state in steady state. We show that this performance measure can
be explicitly expressed as a function of the Laplacian matrix of the
network and the covariance matrix of the noise input. We inves-
tigate several structures for noise input and provide engineering
insights on how each uncertainty structure can be relevant in real-
world settings. Then, a new centrality index is defined in order to
assess the influence of each agent or link on the network perfor-
mance. For each noise structure, the value of the centrality index
is calculated explicitly, and it is shown how it depends on the net-
work topology as well as the noise structure. Our results assert
that agents or links can be ranked according to this centrality in-
dex, and their rank can drastically change from the lowest to the
highest, or vice versa, depending on the noise structure. This fact
hints at emergence of fundamental tradeoffs on network centrality
in the presence of multiple concurrent network uncertainties with
different structures.

Index Terms—Centrality measures, distributed algorithms/
control, linear consensus networks, networks of autonomous
agents, network analysis and control, social networks, stochastic/
uncertain systems.

I. INTRODUCTION

HE notion of centrality in the context of complex networks
determines the importance of each element within a net-
work [1]-[10]. There are numerous ways to characterize the
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notion of importance in a dynamical network. One possible way
is first to adopt a suitable performance index for the entire ne-
twork and then quantify influence of each individual element
in the network on the performance index. This view naturally
leads to definition of a centrality index and an ordered ranking
of elements (e.g., agents and links) by their importance. De-
pending on the choice of performance index, one can end up
with different centrality indices [1], [2].

There are several studies in the literature that aim at defining
network centrality measures based on network graphs. The node
degree centrality measure is one of the popular centrality mea-
sures in the context of social networks [11], [12], where nodes
with higher degrees in the network graph are of greater impor-
tance. Another context in which the degree centrality has found
applications is scientific research indexing, where articles with
higher citations are respected to be the more influential ones.
There are several other widely used centrality indices, including
eigenvector centrality [3], Katz centrality [4], closeness central-
ity [5], PageRank (used by Google) [6], betweenness centrality
[71, [8], percolation centrality [13], cross-clique centrality [14],
Freeman centralization[11], and topological centrality [15]. A
comprehensive review of centrality measures can be found in
[2]. Despite the presence of a large body of work on the con-
cept of centrality in the literature, an extension of the concept
to noisy dynamical networks is sorely missing.

There are several related works in the literature that address
performance and robustness issues in noisy linear consensus net-
works; for example, see [16]-[25] and the references therein.
In [18], the authors investigate the deviation from the mean of
states of a network on tori with additive noise inputs. Also, the
performance and robustness of networks on tori are analyzed in
[16], where the effect of imperfect communication links is con-
sidered. A rather comprehensive performance analysis of noisy
linear consensus networks with arbitrary graph topologies has
been recently reported in [19]. In [24] and [25], the authors
consider the Hs performance measure for a class of consen-
sus networks with exogenous inputs in the form of process and
measurement noises. The proposed analysis method in [24] and
[25] applies the edge agreement protocol by considering a min-
imal realization of the edge interpretation system for simple
unweighted coupling graphs.

In this paper, networks with linear consensus dynamics in the
presence of structured additive noise inputs (as uncertainties)
are considered. We consider a class of noisy consensus networks
that can be completely characterized by their coupling graphs
and the structure of their noise inputs. The Ho-norm square of
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the noisy network is used as the performance measure—we refer
to [16], [18], and [26]-[30] for related discussions. Motivated by
realistic uncertain operational environment for a network with
consensus dynamics (e.g., see [31]), six noise structures are
investigated in this work. Uncertainties can arise from noisy dy-
namics, sensors, emitters, receivers, communication channels,
and measurements. To the best of our knowledge, with an ex-
ception of the dynamics noise, the comprehensive analysis of
performance measures with closed-form formulas for different
types of noise for an arbitrary weighted graph has not been
carried out previously in the literature. Our results show that
the impact of all these uncertainties can be encapsulated in the
structure of the input matrix. Our main contribution is the in-
troduction of a new class of agent and link centrality indices
with respect to (w.r.t.) the adopted performance measure. The
key idea is to measure the infinitesimal change in the value of
the performance measure w.r.t. the variance of the noise input.
For all of the six noise structures, we calculate explicit formu-
las for the centrality indices and show how they depend on the
topology of the coupling graph of the network. In Section VI,
we discuss that for each noise structure, all agents or links can
be ranked in ascending order according to the value of the cor-
responding centrality index. As a result, every node has four
different rankings and each link has two different rankings. It
is argued that modification of the underlying coupling graph of
the network (for example by rewiring, weight adjustment, spar-
sification, and adding new links) may result in emergence of
fundamental tradeoffs among these rankings. Several support-
ing numerical simulations are shown in Section VII to illustrate
the key point that centrality rank of an agent or link may signif-
icantly be different w.r.t. various noise structures.

II. PRELIMINARIES

Throughout the paper, n is the number of agents and V =
{1,...,n}is the set of agents. The continuous time index is de-
noted by t. Capital letters, such as A and B, refer to real-valued
matrices. The transposition, Moore—Penrose pseudoinverse, and
trace of a matrix A are denoted by AT, Af, and tr(A), respec-
tively. Matrices [, € R"*" and J,, € R"*" are the identity
matrix and the matrix of all ones, respectively. The centering
matrix of size n is defined by

1
M, =1, — —Jy.
n

A graph can be represented by a triplet G = (V, &, w),
where each agent is represented by a node, & C
{{i,7}i,5 € V,i# 35} is the set of edges, and w:& —
(0, +00) is the weight function. The degree of each node i € V
is defined by

> wle). (1)
e={i,j}e€

The adjacency matrix A = [a;;] of graph G is defined by set-
ting a;; = w(e) if e = {7, 7} € £, and a;; = 0 otherwise. The
Laplacian matrix of G is defined by

L=A—-A

where A = diag([d; - - - d,]) is the degree matrix of G. Assum-
ing that {e;, ..., e, } is the link set of the graph G, we denote
by E an n-by-m oriented incidence matrix of G defined as fol-
lows: given an arbitrary direction for all the links of G, E;;, = 1
if the node 7 is the head end of the link e, F;; = —1 if the
node ¢ is the tail end of the link e;, and E;; = 0 if the link
ey is not attached to the node ¢ (for any orientation of links of
the graph). Moreover, W is the m-by-m diagonal matrix with
diagonal elements Wy, = w(ey) for every k, 1 < k < m. We
note that

L=EWET.

Assumption 1: All graphs considered in this paper are as-
sumed to be undirected, simple, and connected. The set of
Laplacian matrices of all such graphs on n nodes are denoted
by £,,.

The Moore—Penrose pseudoinverse of L, denoted by L isa
square, symmetric, doubly centered, positive-semidefinite ma-
trix [32]. The effective resistance between nodes ¢ and j is
defined by

vy =1+ =1 =0 )

A sensible interpretation of this notion is to think of effective
resistance 7;; as the electrical resistance measured between the
nodes 7 and j when the graph represents an electrical circuit with
branch conductances given by the corresponding link weights.
The white Gaussian noise with zero mean and variance o is
represented by £ ~ N (0, 0?).

III. Noisy LINEAR CONSENSUS NETWORKS

Consider a network of n agents with set of agents V. As-
sume that each agent ¢ € V has a scalar state variable x;(t) at
time ¢ > 0. The governing dynamics of the linear time-invariant
averaging algorithm in continuous time is given by

Bi() = ay (x;(t) — i (1) A3)
J#i
where all coefficient a;;’s are assumed to be nonnegative. As-
suming symmetric communications, i.e, a;; = a;; for every
1,j € V, we refer to a;; as the coupling weight between agents
¢ and j.

By imposing a;; = 0 for all ¢ € V, matrix A = [a;;] can be
viewed as the adjacency matrix of a weighted undirected and
simple graph herein called the network coupling graph and de-
noted by G. The system (3) can be rewritten in the following
compact form:

i(t) = —La(t) “4)
where x = [z - - ~a:n]T is the state vector. Consensus is said to
occur if, for some fixed ¢ € R, we have

lim z(t) = 1,

t—o00
where 1,, € R" is the vector of all ones. According to Assump-
tion 1, the dynamics (4) achieves consensus [33], [34]. We now
consider network dynamics (4) in the presence of structured
noise

(t) = —La(t) + BE(t) )
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where L € £,, and £(¢) is the vector of stochastic disturbance
inputs.

Assumption 2: All components of the vector of noise input
&(t) are assumed to be independent of each other for all ¢ > 0.
Each component of £(t) for all ¢ > 0 is assumed to be a white
Gaussian noise with zero mean and a known variance.

The input matrix B captures the noise structure in the net-
work. The dimension and structure of matrix B may vary de-
pending on the location of noise sources in the network. In the
rest of this paper, we will refer to this matrix as the noise struc-
ture matrix. Keeping in mind that reaching consensus is what
is sought in a consensus network, deviation from consensus in
steady state can be viewed as a viable performance measure for
(4) that can be quantified as follows:

po 1= I E [(a(t) —2(8)" @(®) = 2(1)]  ©

where

#(t) = (i me) 1,

is the vector with all elements equal to the empirical mean of
states. The larger values of pg indicate inferior performance
levels. In an ideal situation where noise input is absent, pg is
equal to zero. Each component of £(¢) forall ¢ > 0is assumed to
be a white Gaussian noise with zero mean and a known variance.

Definition 1: For a noisy linear consensus network (5), sup-
pose that &; (t) ~ N(0,0?) for all t > 0 is the noise associated
with agent ¢ with a known noise structure matrix B € R™"*".
The centrality index of agent 7 € V is defined by

L Opss
i = 3(0?)~

2

(N

This quantity is equal to the rate at which pgs changes w.r.t. the
change of the variance of the white noise associated with agent
1. Thus, the centrality index of an agent quantifies the effect of
agent noise on the performance of the network.

Definition 2: For a noisy linear consensus network (5), sup-
pose that & (t) ~ N(0,0?) for all ¢ > 0 is the noise associated
with link e with variance o> and a known noise structure matrix
B € R™" ™ where m is the total number of links in the underly-
ing graph of the network. The centrality index v, of link e € £
is defined by

y, = 0P (8)
9(a?)

This quantity is equal to the rate at which pg changes w.r.t.
the change of the variance of the white noise associated with
link e. Thus, the centrality index of a link measures impact of a
link noise on the overall network performance.

In the rest of this paper, we calculate explicit values for the
agent and link centrality indices for the class of networks (5)
subject to several realistic noise structures.

Theorem 1: For a noisy linear consensus network (5), the
value of the centrality indices (7) and (8) solely depends on the
Laplacian matrix L and the noise structure matrix B. Moreover,
the value of the performance measure pg is a linear function

of the variance of the components of the vector of noise input.
More specifically, for the centrality index (7), we have

Pss = Z 01‘2 i ©)
icV
where
6[)‘5 1 T .
N = 8(0}) =5 [B LTB]M foralli € V

and for the centrality index (8), the following equation holds:

2
Pss = E O, Ve

el

(10)

where
Ve = 8Pss = 1
© 0(02) 2

Proof: Letus first consider dynamics (5) with a general noise
structure B € R™*? and obtain its performance. Define &; (t) =
o;9;(t) for every 1 < ¢ < p and rewrite dynamics (5) as

@(t) = —La(t) + B'y(t) (11)

where B’ = Bdiag ([o1, . .., 0,]) . Notice that ¢);’s are indepen-
dent and identically distributed Gaussian processes with vari-
ance 1. To simplify our analysis, we define an output y for the
network with dynamics (11) as follows:

y(t) = x(t) — Z(t) = M, z(t).

Performance pgs of the network with dynamics (11)-(12) is
now equal to its squared Ho-norm from input ¢ to output y. It is
noteworthy that the unique marginally stable mode of dynamics
(11)-(12) is not observable from the output, which results in the
boundedness of the Hsy-norm. From the results of [35] on the
‘Hy-norm, we now conclude

[BTLfB]ee foralle € £.

12)

1 [~ ./ - .
po=se [ w@GIGG A Y
where G(s) is the transfer function of system (11), (12):
G(s)=M, (sI+ L)' B. (14)

Let A be a diagonal matrix with eigenvalues 0 = A; < --- < A,
of L on its diameter and U be the corresponding orthonormal
matrix of eigenvectors. Thus, we have L = UAU™ . To calculate
G(s), we shall replace L and M,, in (14) using the following
equations:

M, = Udiag ([01---1))U"
L= Udiag ([0 Ay -2, ) UT.
Doing so, one concludes

1 1
G(s) = Udiag ([0 e D Uurp.
S+ Ao S+ Ay

Thus, since UUT = I,,, one can write

tr (G*(jw)G (jw))

_ : 1 1 T /! /T
_tr<Ud1ag<[ow2+A% w2+xg]>U B'B™ ). (15)




SIAMI et al.: CENTRALITY MEASURES IN LINEAR CONSENSUS NETWORKS WITH STRUCTURED NETWORK UNCERTAINTIES 927

On the other hand, we have that

o0 1 T
——dw = —. 16
From (13), (15), and (16), one obtains
1 . us ™
pos = gotr (B’B’TUdlag ({o N AD UT)
1
= 5t (B'BTLY). (17)
When B € R™*", from relation (17), we have
1
pss = St (BB"LY)
1
=5t (Bdiag[o? - - 02| BT LY)
1 .
=5t (diag[o} - 02 ]BTL'B) . (18)
According to (18), it follows that
1
n; = Opss)0(0?) = 3 [BTL'B], (19)

where the subscript [ . ];; indicates the (i, ¢)th elementand ¢ € V.
According to (19), we can rewrite (18) as follows:

Pss = Z ‘712 ;-
iey
When B € R"*™  in which m is the number of links, from
relation (17), we have

Pss = %tr (B'B™LY)

1
= 5tr (diago? - 02 |BTL'B). (20)
According to (20)
1
vi = 0pys/0(07) = 5 [B'L'B] 1)
where the subscript [ . ];; indicates the (7, ¢)th elementand i € £.

According to (21), we can rewrite (18) in the form of (10). H

Our focus in this paper is on consensus networks with undi-
rected underlying graphs. It is straightforward to generalize our
results for strongly connected balanced directed graphs. For the
general case, however, when the state matrix is not normal,
i.e., LLT # LTL, obtaining a succinct formula for the centrality
measure seems to be more challenging. In [27], the authors pro-
posed bounds that the H,-norm, as a performance measure, can
be tightly bounded from below and above by some spectral func-
tions of state and output matrices. Thus, one can obtain explicit
bounds on the centrality measures. In addition, Boley et al. [36]
show how one can approximate a strongly connected digraph
by some weighted undirected graph that inherits some specific
properties of the original digraph. These results may be utilized
to approximate centrality measures for directed networks.

IV. AGENT CENTRALITY INDEX

In this section, we consider four types of noise structures
for network (5) and calculate the agent centrality index (7) for

£(t)

x(t)

Fig. 1.

noises.

Representation of a linear consensus network (22) with dynamics

each case. These noise structures usually appear when one im-
plements a consensus algorithm based on model (3) in noisy en-
vironments using uncertain communication channels and noisy
sensors. In order to execute each update equation (3), each agent
needs to operate in a noisy environment, sense its own state,
transmit its own state information to its neighboring agents, and
receive state information from its neighboring agents. In practi-
cal situations, all these steps involve uncertainties, where in this
paper we model them by structured additive noise inputs.

A. Dynamics Noise

This noise structure captures the effect of environment noise
on dynamics of each agent. In this case, the dynamics of agent
1 is described by

() =Y a (x(t) — i (t) + & (1)
J#i
where &; (t) ~ N(0,0?) forall i € V. This class of noisy linear
consensus networks has been studied before in the literature
(see [18] and [26]-[28] and references therein). The network
dynamics (22) can be rewritten as a special case of (5), where
B = I,,. Fig. 1 depicts a block diagram representation of linear
consensus network (22) with dynamics noise. This represen-
tation is meant to illustrate the underlying mechanism of the
dynamics and show how noise may affect the consensus pro-
cess.
Theorem 2: For the consensus network (22) with dynamics
noise, the value of the centrality index (7) can be expressed by

(22)

g

;= 2
Sl (23)

Ui

where ZL for i € V are the diagonal elements of L.

Proof: From our arguments in this section, in case of the
dynamics noise structure, one has to deal with dynamics (11)-
(12), where

B' = diag ([ o))
We now have
B'B" = diag ([0} -~ 07]) - (24)
Relation (23) now immediately follows from (17) and (24). B

B. Receiver Noise

The communication receiver noise is the second type of noise
source that can be considered in updating law (3). If agents ¢
and j are neighbors, agent i receives x;(t) + & (t) as opposed
to the clean state information z;(t), as a result of its noisy
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communication receiver. According to this noise model, the
update equation of agent ¢ takes the following form:

Bi(t) =D aij (; () — @i (t) +&(8))
i
where & (t) ~ N(0,0?) for all i € V. The network dynamics
(25) can be written as a special case of (5), where B is equal
to the degree matrix A = diag([d; - - - d,,]) of the underlying
coupling graph of the network.
Theorem 3: For the consensus network (25) with communi-
cation receiver noise, the value of the centrality index (7) can
be calculated as

(25)

ld%f

5 ilii- (26)

ni =
where d; and lj,i for i € V are the node degrees and the diagonal
elements of L, respectively.
Proof: Based on the description of receiver noises in this
section, one has to now consider dynamics (11)-(12) with

B' = Adiag ([oy -+ 0,]) 27
and calculate pg using (17). From (27)
B'B" = diag ([o7d] - - 02 d2])
which together with (17) results in (26). [ |

C. Emitter Noise

The third type of noise source in updating law (3) can be
due to the communication emitters of the neighboring agents.
If agents 7 and j are neighbors, agent ¢ now receives x;(t) +
&, (t) rather than pure state information x;(¢), due to the noisy
communication emitter of neighboring agent j. This noise model
amounts to the following update equation for agent i:

Fi(t) =) aij (a;(8) = @i(t) + &(2)

j#i

(28)

where &;(t) ~ N(0,0?) for all i € V. One can reformulate the
overall dynamics of the network with individual dynamics (28)
and show that it is a special case of (5) with B = A, where A
is the adjacency matrix of the underlying coupling graph of the
network.

Theorem 4: For the consensus network (28) with communi-
cation emitter noise, the value of the centrality index (7) can be

computed as
1 2
no== <d?l,fi + ( — 1) d,;)
2\ n

where d; and lL for ¢ € V are, respectively, the node degrees
and the diagonal elements of L.

Proof: From our discussion in this section, the case of emitter
noises corresponds to dynamics (11)-(12) with

B' = Adiag([oy---0,]).

(29)

We now have

BTL'B = (A - L)L'(A - L)

CALIA M A - AM, + L. OO0

|
i x(t)

Fig. 2. Representation of a linear consensus network (31) with sensor noises.

Finally, using the result of Theorem 1 and (30), we obtain the
desired result (29). |

D. Sensor Noise

The fourth type considered here is the case of noisy sensors,
where each agent obtains a noisy measurement of its own current
state and transmits it to the neighboring agents. The update
equation of agent ¢ can now be described by

Fi(t) = Y i [(@;(8) + & (1) — (wi(t) + & ()]

i#i

(€19}

where &;(t) ~ N(0,0?) for all ¢ € V. In this scenario, agent i
receives x;(t) + &;(t) instead of x;(¢), due to the noisy sen-
sors of its neighboring agents. On the other hand, agent ¢ also
measures a contaminated version of its own current state. The
overall dynamics of the network with individual dynamics (31)
can be rewritten as a special case of (5) with B = —L. Fig. 2
shows a representation of this linear consensus network with
Sensor noises.

Theorem 5: For the consensus network (31) with sensor
noise, the value of the centrality index (7) can be computed as

1 d
i = 5di (32)

where d; for i € V are the node degrees.

Proof: In the case of sensor noises, one again deals with
dynamics (11)-(12), but this time

B' = —Ldiag([oy -+ 0,]).
Thus
B'B" = Ldiag ([o] ---02]) L (33)
From (17) and (33), we conclude
1
Dss = Etr (Ldiag ([a% e 0721]) Mn)
1
= 5tr (diag ([o7 -+~ 02]) L)
= 1 i: o2 d? (34)
2 P [t

Finally, using the centrality index of an agent (7) and (34), we
get the desired result. |

Remark 1: For a connected undirected graph with the damp-
ing factor « = 1, PageRank is proportional to the centrality
measure (32); see [37] for more details.
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£(t)
z(t) oa { 2(t)

—EW

Fig. 3. Representation of a linear consensus network (36)—(38) with commu-
nication channel noises.

V. LINK CENTRALITY INDEX

Besides the above-mentioned agent-based noise inputs, there
are two possible scenarios for link noises that we will consider
in the following.

A. Communication Channel Noise

The first type of link noise is the communication channel
noise that captures a passing signal’s distortion through a com-
munication channel between two agents in the network. This
type of uncertainty can be modeled as a white Gaussian noise
£.(t) ~ N(0,02) for each e € £. More specifically, for an ar-
bitrary link e = {i,5} € £, one of the endpoints of e, say i,
receives x; (t) + &.(t) instead of z; () at each time ¢, while the
other endpoint, i.e., j, receives x; (t) — &, (t) as opposed to the
clean state information x;(t). Attributing a virtual orientation
for e, that considers ¢ as its head end, we derive an oriented
incidence matrix F and conclude that the update algorithm of
agent ¢ can be described by

Z Qjj (l‘]’ (t) — l‘i(t) + fe (t)) .

e={i,j}e€

i (t) = (35)

According to Assumption 2, all noises associated with distinct
communication channels are independent. The overall dynamics
of the network can be rewritten as a special case of (5) with
B = EW; notice that L. = EW ET. Also, in this case, we can
recall the two-port representation of linear consensus network
(5), as described in [25] and [38], that can be cast in the following
compact form:

(36)
(37
where £(t) = [&.,,...,&. ]" is the vector of noise input,

&.(t) ~ N(0,02)foralle € &£, and the internal feedback control
law is given by

u(t) = —EWz(t) (38)

as depicted in Fig. 3.

Theorem 6: For the consensus network (36)-(37) with com-
munication channel noise, the value of the link centrality index
(8) can be calculated as

(39)

where r, 1= lji + l;j - 21% is the effective resistance of edge
e={i,j} and a. = a;;.

£(t)
WET * 2(t)

Fig.4. Representation of a linear consensus network (43)—(45) with measure-
ment noises.

Proof: Using the same approach presented in the proof of
Theorem 2, we can describe the dynamics of network by (11)
and (12), in which

B' = EWdiag([O—l "'Um]) (40)

where F denotes the incidence matrix of underlying graph G,
and W is the diagonal matrix whose diagonal elements are,
respectively, w(e) = a;; for all e = {4, j} € £. The ordering
of diagonal elements in W complies with row ordering in the
corresponding incident matrix E. Then, calculating the squared
‘H>-norm of the network reduces to

Dss = %tr (B'B"LY). (41)
Using (40), we get
B'B" = Ediag([o7a?, -+ o5 al )ET. (42)
Substituting (42) into (41), we get
Pss = %tr (E diag([oja? -+ ona; ])ETLT)

1
= §tr (diag([ofa? -+ 02 a’ )ETL'E)

1
= 3 Z Jzagrc.

ecE

The last equality holds as the diagonal elements of ETL!E are
r.’sfore € €. [ |

B. Measurement Noise

The second type of link noise model is used to mimic the
effect of measurement noise that occurs in practice. For this
case, similar to the pervious case, we can use the two-port
representation of linear consensus network (5) as follows:

x(t) = ul(t)
2(t) = WET2(t) + £(t)
where £(t) = [&,,- .., &, ]T is the vector of noise input,

& (t) ~ N(0,0%)foralle € £, and the internal feedback control
law is given by

(43)
(44)

u(t) = —Fz(t) (45)

as presented in Fig. 4.
Theorem 7: For the consensus network (43)-(44) with
measurement noise, the value of the link centrality index (8) is
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TABLE I
CENTRALITY INDEX OF AN AGENT IN A NOISY LINEAR CONSENSUS NETWORK
FOR VARIOUS NOISE STRUCTURES

Noise structure Centrality index 7);

1
Dynamics noises EZL.
. . 1 271
Receiver noises =d;l
2 L1
1 2
Emitter noises 3 (d? lji + (E - 1) di)
Sensor noises §di
given by
1
vV, = 57"@ (46)

where . is the effective resistance of edge e in the underlying
graph of the network.

Proof: Using the same approach presented in the proof of
Theorem 6, we can describe the dynamics of network by (11)

and (12), in which
B' = Ediag ([oy -+ 0,,]) 47)

where E denotes the incidence matrix of underlying graph G.
We denote the row of E corresponds with link e by FE.; then,

according to the definition of effective resistance, we have
re =E LB =1}, +11, 21}, (48)

where, e = {7, j} € £. Then, calculating the squared Hs-norm
of the network reduces to

1 :
St (B'B"LY)

Pss =

1 .

= itr (E diag([o] - - O’%L])ETLT)
1

= §tr (diag([o} -+ 02 ])ETL'E)
1

-3 > alre

el
where, in the last equality, we use (48). [ |

Remark 2: In [15], the authors refer to quantity 1/ ljl as topo-
logical centrality of node 7 that indicates its overall position as
well as its overall connectedness in the network. This measure is
closely related to the centrality index of agent 7 in a linear con-
sensus network with dynamics noise (see Table I). Moreover,
Ranjan and Zhang [15] present three alternative interpretations
for this measure in terms of: 1) detour overheads in random
walks; 2) voltage distributions and the phenomenon of recur-
rence when the network is treated as an electrical circuit; and 3)
the average connectedness of nodes when the network breaks
into two.

VI. CENTRALITY RANK AND INHERENT TRADEOFFS

The results of Sections IV and V are summarized in
Tables I and II. For a given noise structure, agents and links in a

TABLE II
CENTRALITY INDEX OF A LINK FOR TWO NOISE STRUCTURES

Noise structure Centrality index v;

1
—a’r,

Communication noises 3

1

Measurement noises 3 Te

consensus network with dynamics (5) can be ranked according
to the values of their corresponding centrality indices.

Definition 3: For a given noise structure, agent j € V pre-
cedes ¢ € V in rank if 7; < ;. Similarly, link e, € & precedes
link e; € £inrankifrv,, <v,,.

Fundamental tradeoffs on centrality rank of agents and links
may emerge depending on the noise structure. In the following
result, we show that enhancing couplings (e.g., by strengthening
link weight or establishing new links) can improve centrality of
an agent or a link w.r.t. some noise structures and worsen it w.r.t.
some other types.

Theorem 8: For a given agent ¢ € V and link e € &, suppose
that functions ¢;, ¢, 0; : £, — R are defined by ¢;(L) = l,;-,
te(L) =r., and §;(L) = d;. Then, functions ¢; and v, are
monotonically decreasing and function §; is monotonically in-
creasing as a function of L, i.e., for all L1 < Lo, it follows that

¢i(L2) < ¢i(L1) (49)
0i(L1) < 0i(La). (51)

Proof: Let us consider the real-valued function f(L, Q) =
tr(QL). From matrix calculus, one gets
9f(L,Q)

o @

When @; = diag[0,---,1,---,0], i.e., a diagonal matrix with
only one nonzero element on its ¢th diagonal element, function
f reduces to f(L,Q;) = 0;(L) = d;. According to (52) and the
fact that Q; = 0, one can conclude that function f(L,Q;) =
0; (L) is monotonically increasing.

In the next step, let us consider the real-valued function
g(L,Q) = tr(QL"). A direct matrix calculation gives us

dg9(L, Q) _ Tt
oL L'QL".

The function g(L, Q;) is equal to I|,. Therefore, ¢; (L) = I, is
monotonically decreasing, because —L'Q; LT < 0 for all i =
1,...,n. Furthermore, if ). is the Laplacian matrix of a graph
with only one link e = {i, j}, then the function g(L,Q.) is
equal to .. Using (53) and the fact that fLTQ@LT =< 0, we can
conclude that ¢, (L) = r. is monotonically decreasing. |

According to this theorem, by enhancing couplings, one may
expect to observe drastic changes in each agent’s and link’s
ranking w.r.t. various noise structures. For instance, suppose that
for a given consensus network, agent 7 is ranked s; w.r.t. sensor
noise and ¢; w.r.t. dynamics noise, where s; > t;. It is likely
that after adding new links or increasing weight links, the same

(52)

(53)
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Fig.5. Network topology for Example 1. The red labels on the links represent
link numbers.
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Fig. 6. Agent centrality indices for different noise structures and the coupling
graph of Fig. 5.
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Fig. 7. Link centrality indices for the coupling graph of Fig. 5. Since the
coupling graph is unweighted, both proposed link centrality indices in Table II
are identical.

agent ¢ gets ranked sy w.r.t. sensor noise and t5 w.r.t. dynamics
noise, but this time ¢5 > s5. This key point is explained in detail
using several numerical simulations in the following section.
The result of Theorem 8 can be leveraged further to iden-
tify inherent performance tradeoffs due to direction of mono-
tonicity for different types of uncertainties. From the result of

Fig. 8. Network topology for Example 2.
Uncertain Sensors Uncertain Dynamics
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w »

Centrality Measure
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S

Centrality Measure
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Fig. 9. Centrality indices of all agents for a noisy linear consensus network
defined by the coupling graph in Fig. 8.

Theorem 1, the value of performance measure can be equiva-
lently characterized w.r.t. various centrality measures as follows:

%ZU?@(L)

ey

= %ZU?@'(L)

ey

= %ZUEM(L)

ecé

Pss =

Therefore, according to Theorem 8, if L; < Lo, we can con-
clude that in the presence of dynamics and sensor noises the
performance of network 2 is not worse than the performance of
network 1, whereas in the presence of measurement noise, the
performance of network 2 is not better than the performance of
network 1. For a given network with the Laplacian matrix L,
inequality L; < L, can be realized via several possible scenar-
ios; for example, network 2 can be constructed by 1) adding new
weighted edges to the graph of network 1; 2) increasing weights
of some of the existing links in network 1; 3) rewiring topology
of network 1 while ensuring L; < Lo. The final conclusion is
that strengthening couplings among the agents may improve or
deteriorate the performance depending on the noise structure.



932 IEEE TRANSACTIONS ON CONTROL OF NETWORK SYSTEMS, VOL. 5, NO. 3, SEPTEMBER 2018

4
o

o
=

o
&)

Centrality Measure
o
S

o

1 2 3 4 5 6 7 8 9
Link label

10 11 12 13 14 15

Fig. 10.  Links’ centrality for the coupling graph of Fig. 8. Since the coupling
graph is unweighted, both link centrality measures in Table II are the same.

Fig. 11. Network topology for Example 3.
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15 ‘ ‘ ‘ ‘ o
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Fig. 12.  Link centrality indices for the consensus network with the graph
topology in Fig. 11. It is assumed that all link weights are equal to 1, except
for w(A) = w(B) = w(C) = w(D) = 0.2. The centrality indices of links
A, B, C, and D are shown by red bars.

VII. ILLUSTRATIVE NUMERICAL EXAMPLES

In this section, we support our theoretical results by illustrat-
ing several examples to provide better insight about agent and
link centrality measures in noisy linear consensusnetworks.

Example 1: Letus consider anoisy linear consensus network
with coupling graph shown in Fig. 5. It is assumed that every
link has weight 1. For this network, the centrality indices of all
ten agents are calculated for different noise structures according

Measurement noises

T T T T T T u T T T

0.3 B
5 A~
Ei 4°C 4D
= 0.2
E
= 0.1
Q
@]
0
10 20 30 40 50 60 70 80 90 100
Labels of links
Communication channel noises
03 A~ B
4C 4D
0.2

Centrality Index

10 20 30 40 50 60 70 80 90 100
Labels of links

Fig. 13. Link centrality indices for the consensus network with the graph
topology in Fig. 11, where all link weights are equal to 1. In this plot, A, B, C,
and D are labels of links between three clusters. The centrality indices of links
A, B, C, and D are shown by red bars.

to Table I and are depicted in Fig. 6. One observes that while
agents 1 and 10 are the most central agents w.r.t. dynamics noise,
they are the least central w.r.t. the other remaining three noise
structures. According to Fig. 6 for uncertain sensors, one can
rank all agents based on their corresponding node degrees, which
can be easily deduced from the graph topology. However, we
observe that in the presence of dynamics, receiver, and emitter
noises, there is no trivial way to relate topology of the underlying
coupling graph of the network to agents’ centrality rank. For the
same network, the links are ranked according to Table II and
the result is depicted in Fig. 7. Since the underlying graph is
unweighted, both centrality measures in Table II are the same.
One observes that links number 1 and 15 are the most central
links. This is compatible with the fact that by eliminating any
of these two links the underlying graph becomes disconnected.

Example 2: We simulate a noisy linear consensus network
with coupling graph shown in Fig. 8, where it is assumed that all
link weights are equal to 1. This graph is indeed a rewired form of
the graph in Fig. 5—both graphs share the same number of nodes
and links. The agent centrality indices are drawn according to
Table I in Fig. 9. It can be seen that all agents have equal ranks
(i.e., importance) in the network for all four noise structures.
The link centrality indices are depicted in Fig. 10, where it is
shown that all links have equal ranks. These observations are
consistent with our results and can be explained as follows: since
the coupling graph in Fig. 8 is symmetric (i.e., link-transitive and
node-transitive) and unweighted, all nodes and links contribute
equally to the performance of the network.

Example 3: In our last simulation, we study link centrality
rank for a noisy linear consensus network with a coupling graph
in Fig. 11, where this graph consists of 108 links and three
groups of ten agents that each group is shown by red, green,
and blue colors. We calculate link centrality indices according
to Table II for several scenarios. In Fig. 12, the link centrality
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Fig. 14. Link centrality indices for the consensus network with the graph
topology in Fig. 11. It is assumed that all link weights are equal to 1, except
forw(A) = w(B) = w(C) = w(D) = 3. The centrality indices of these links
A, B, C, and D are shown by red bars.
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Fig. 15. Link centrality indices for the consensus network with the graph

topology in Fig. 11. It is assumed that all link weights are equal to 1, except for
w(A) = w(B) =w(C) = w(D) = 10. The indices of links A, B, C, and D
are shown by red bars.

indices are depicted when it is assumed that all links in the graph
have weights equal to 1, except for w(A) = w(B) = w(C) =
w(D) = 0.2. One observes that the intergroup links A, B, C,
and D are significantly more important than the intragroup links.
Both links A and B are the most central ones as without them
the network graph will be disconnected.

The link centrality index of an edge w.r.t. measurement noise
is proportional to the effective resistance of that link from our
results in Table II. The result of Theorem 8 asserts that by
increasing weights of links A, B, C, and D, their centrality
rank will drop accordingly. This can be clearly seen in our
simulations in Figs. 12-15, where the weights of these four
links are increased from 0.2 to 1, then to 3, and finally to 10.

These four links, however, remain the most central links w.r.t.
communication noises and their roles do not change by changing
their weights.

VIII. CONCLUSION

A new definition of centrality, w.r.t. the Hy-norm square, is
introduced for networks with consensus dynamics subject to
structured additive noise inputs. In such networks, the centrality
of each agent or link depends on the underlying coupling graph
of the network as well as the structure of noise input. We model
several noise structures based on realistic operational situations.
It is shown that the centrality index of agents and links solely
depends on the characteristics of the underlying coupling graph.
We discuss that the centrality rank of agents or links may vary
substantially when comparing various noise structures. More
importantly, it is argued that when one modifies the coupling
graph of the network (for instance, by rewiring, weight adjust-
ment, sparsification, and adding new links), the agent and link
centrality ranks may drastically shift up or down in the list. Since
in real-world situations, there are several possible sources of un-
certainties that can affect the dynamics of a consensus network
simultaneously, it would be a challenging task to determine the
most central agents or links without taking into account the exist-
ing fundamental tradeoffs among various centrality ranks. This
inherent phenomenon in uncertain consensus networks suggests
revisiting and reformulating several existing canonical network
optimization problems in the literature by taking into account
the agent and link centrality ranks in the design process in order
to synthesize more robust consensus networks.
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